AMERICAN ACADEMY of ACTUARIES

Objective. Independent. Effective.™

Honorable Janet Yellen February 19, 2021
Secretary

U.S. Department of the Treasury

1500 Pennsylvania Avenue NW

Washington, DC 20220

Dear Secretary Yellen,

The Cyber Risk Task Force of the American Academy of Actuaries® would like to offer its
assistance to the Department of Treasury as consideration is given to the challenges and
opportunities present in the current system of regulating and overseeing responses to cyber
breaches of personally identifiable information. The task force report, Cyber Breach Reporting
Requirements: An Analysis of Laws Across the United States, published in November 2020, is
based on a database of state breach reporting requirements which, for the first time, allows a
systematic comparison of the various state laws. The report highlights areas where typical state
laws and/or the differences among state laws may create obstacles for actuaries and insurance
companies working to assess the risk resulting from cyber breaches. Those obstacles have
implications for the efficient management of cyber risk and for the design of an effective
regulatory system.

In July 2018, the Treasury Department published a wide-ranging report on the nonbank
financial sector: A Financial System That Creates Economic Opportunities: Nonbank
Financials, Fintech, and Innovation.? That report noted:

The United States does not have a national law establishing uniform national
standards for notifying consumers of data breaches, or for providing them a clear
and straightforward mechanism for resolving disputes. In the absence of uniform
national standards, states have been aggressive in developing their own data
breach notification laws.... Unsurprisingly, state data breach notification laws are

far from uniform. Indeed, they vary in a number of significant ways.... (Treasury,
July 2018; page 40)

While the report included some characteristic differences, Treasury does not appear to
have had available a systematic database of state laws designed to enable comparison of
the states’ statutes.

! The American Academy of Actuaries is a 19,500+ member professional association whose mission is to serve the
public and the U.S. actuarial profession. For more than 50 years, the Academy has assisted public policymakers on
all levels by providing leadership, objective expertise, and actuarial advice on risk and financial security issues. The
Academy also sets qualification, practice, and professionalism standards for actuaries in the United States.

2 US Department of the Treasury, A Financial System That Creates Economic Opportunities: Nonbank Financials,
Fintech, and Innovation, July 2018.
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Based on the Treasury report’s analysis, it recommended that Congress create national

standards for the regulation of cyber breaches. While the task force does not endorse (nor
oppose) the concept of national standard-setting, we do believe that more attention needs
to be paid to the variation in state requirements. That is the focus of the Academy report.

In the analysis, the task force report identifies three areas of concern which follow from state
laws defining requirements for notifications following a cyber breach. First, introducing
subjective determinations into the calculation of harm (or potential harm) and limiting
notification to those breaches that cause harm may leave consumers without the ability to protect
themselves from the consequences of a breach. Second, the typical requirement that notice be
provided to consumers “as quickly as possible” or “without unnecessary delay” seems
unnecessarily vague. Third, the report notes that any threshold trigger for notification of
consumers that is greater than one has the potential to leave consumers vulnerable to losses due
to misuse of their Personally Identifiable Information before they learn of the breach.

The report also identifies issues arising from the diversity of requirements across the states, a
variability which is discussed in detail in the report. That variability likely would create
compliance issues above and beyond those that would be present if there were a common set of
requirements. The increased cost of compliance, if significant enough, could impact consumers
either through reduced resources available to improve products or services or through higher
insurance premiums than will eventually be reflected in the cost of goods and services.

Finally, for actuaries, the implications of non-uniform statutes in assessing the financial risk
associated with cyber breaches follow from the difficulty of combining data across jurisdictions
because the expense of addressing a data breach and the resulting costs to indemnify for that
potential harm across jurisdictions is not the same. The timing of notice may have some, modest,
impact on the valuation of the harm, while the trigger for notification is directly input into the
costs that would be covered by the cyber insurance. The more cohesive the data is, the more
likely the estimation of expected risk—and, consequently, future premiums—includes a lower
risk margin to reflect reduced uncertainty.

I hope that you find the report, and the database upon which it is based, useful. If you would like
additional information, the Cyber Risk Task Force and the Academy’s professional staff stand
ready to assist you in understanding and reconciling the significant differences from state to state
in addressing the consequences of cyber data breaches.

You can contact us through the Academy’s Assistant Director for Public Policy Research, Steve
Jackson, at (202) 785-7884 or sjackson@actuary.org.

Sincerely,
Norman Niami, MAAA, FCAS

Chairperson
Cyber Risk Task Force
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Introduction

According to White House Council of Economic Advisers reporting in 2018, “malicious cyber
activity cost the U.S. economy between $57 billion and $109 billion in 2016.”* While
cybercrimes continue to evolve and expand, the uptake of cyber insurance—offering some
protection against cyber risk—also continues to grow. According to the National Association of
Insurance Commissioners (NAIC), between 2015 and 2018, total premiums written for cyber
coverage increased from $1.4 billion to $3.6 billion.? Reducing the risks and managing the risks
as efficiently as possible requires that actuaries, companies, and regulators have as much relevant
information available about both prior cybercrime experience and about evolving risks. Some of
that information arises from compliance with laws and regulations governing the reporting of
cyber breach incidents.

In the United States, laws and regulations governing cyber data breaches largely come from the
state governments. While the federal government regulates the response to breaches affecting
national security (including nuclear power) and health information, most commercial sector
cyber breaches are regulated only at the state level. As a December 2014 Congressional Research
Service (CRS) report noted:

The complex federal role in cybersecurity involves both securing federal systems
and assisting in protecting nonfederal systems. Under current law, all federal
agencies have cybersecurity responsibilities relating to their own systems, and
many have sector-specific responsibilities for critical infrastructure (CI). More
than 50 statutes address various aspects of cybersecurity either directly or
indirectly, but there is no overarching framework legislation in place.® [bold
added for emphasis]

Instead of comprehensive federal legislation regulating cyber security, each state and territory* of
the U.S. has its own statute(s) covering the responsibilities of companies operating in that state in
the event of cyber breaches of individuals’ Personal Identifying Information (PI1). These statutes
include the delineation of covered information, notification requirements as well as potential
penalties, and exposure to litigation resulting from a breach that exposes consumers’ PII to
outside parties. Depending on the given thresholds, there may be requirements to notify affected
consumers, government agencies, and/or consumer reporting agencies. This can be the result of a
breach caused by accident or malicious intent.

In 2018, the U.S. Treasury Department published a report on the status of nonbank financial
institutions examining, among other things, data breach requirements. It observes that, in the

1 “The Cost of Malicious Cyber Activity to the U.S. Economy.” The Council of Economic Advisers. February 2018.
2 “Report on the Cybersecurity Insurance and Identity Theft Coverage Supplement.” Memorandum to Innovation
and Technology (EX) Task Force, from Denise Matthews, director, data coordination and statistical analysis, Center
for Insurance Policy & Research, National Association of Insurance Commissioners, September 12, 2019.

3 “Federal Laws Relating to Cybersecurity: Overview of Major Issues, Current Laws, and Proposed Legislation,”
Eric A. Fischer, senior specialist in science and technology, December 12, 2014.

4 For the purposes of this paper, all references to states shall be inclusive of all 50 U.S. states, the District of
Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands.



absence of national standards governing the notification of consumers of data breaches, states
have moved aggressively to develop their own laws. It concludes:

Unsurprisingly, state data breach notification laws are far from uniform. Indeed,
they vary in a number of significant ways, including with respect to the most
fundamental aspect, namely the scope of data covered under the definition of
personal information. Other inconsistencies among states’ breach notification
laws can make compliance difficult for firms and entail disparate treatment for
consumers. The lack of uniformity and efficiency affects both nonfinancial
companies and financial institutions.®

This Treasury report reflects its concerns and conclusions with respect to state regulation of data
security. However, the conclusions appear to be based on a nonsystematic analysis of those
regulations. The purpose of this paper is to provide a systematic comparison of the existing
regulations with respect to data breaches involving PII across the states. The model law
developed by the NAIC with regard to data security for insurance companies and how it
compares to state regulations affecting all businesses was also examined.

Online summaries of each state’s cyber breach notification policy have been publicly posted by
various law firms, which we found to be a useful resource for our analysis. To compile our own
summary of relevant aspects of each state’s laws, we first lined up the corresponding categories
of each survey as follows:

® U.S. Department of the Treasury, “A Financial System That Creates Economic Opportunities: Nonbank Financials,
Fintech, and Innovation,” July 2018
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For our summary of the states’ statutes, we followed the organizational structure listed in column

1 and defined the 12 categories for comparison as follows:

& Davis, Wright, Tremaine—The latest summaries by DWT were revised in July 2019. Summaries can be found as
both an interactive map and as a series of tables.

7 Perkins Coie. A full PDF document covering all states and territories is also provided.

8 Foley & Lardner—Summaries were last revised on Sept. 1, 2020. Foley’s summaries are updated quarterly. The
most recent document can be accessed here..
% Baker & Hostetler—Summaries can be found as an interactive map. A link is also provided to download a
complete report covering all states and territories.
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Scope—Entity or entities to whom notification requirements and other aspects of the law are
applicable

Covered Information—the personal identifying information (PI1) that would trigger the statute
if exposed to breach

Form of Covered Information—whether electronic, written, or other form is covered
Breach Definition—how a violation is defined by the statute
Safe Harbor/Exceptions—exceptions that exempt a breach from statute requirements

Harm Threshold—whether the statute sets a threshold for a reasonable expectation of harm
before triggering remedies

Consumer Notice—how and when affected consumers should be notified of a breach

Government Notice—how and when a government agency, such as the office of the attorney
general, should be notified of a breach

Consumer Reporting Agency (CRA) Notice'—how and when CRAs should be notified of a
breach

Third-Party Notice—if responsible party is maintaining covered Pl for a third party, how and
when the third party should be made aware of a breach

Notification Delay—circumstances when the mandated notification to consumers may be
delayed

Potential Penalties—additional civil liabilities potentially borne by responsible party, including
monetary penalties and exposure to private litigation

For each of the 12 categories, we compared across the characterizations of the four summaries
and settled on a comprehensive narrative. Two of the summaries have the categories Other Key
Provisions and Other Provisions. These categories may fall into any number of our selected
categories. These fields are reviewed for any possible contradictions or significant additions that
were not already captured or the requirement to add another field. We found no such cases. We
then turned to that state’s relevant statute to be sure it agreed with each of the final summary
narratives.*

10 The information and analysis presented in this paper is solely for informational purposes and is not intended to
provide legal guidance. Each of the four law firms upon whose publicly available information we have relied present
similar disclaimers. (See Appendix C.) Each jurisdiction’s relevant statute is also given, along with a link, in
Appendix A.



We then created 12 tables to analyze the narrative for each category for each jurisdiction and
developed quantifiable categories across each. Those quantifiable categories and our results can
be found in Appendices C-1 through C-7 and are summarized in the following section.

Findings

All of the state statutes that we have studied share several attributes that are substantively
similar. The timing and methodology for notifying affected customers differ only nominally. The
statutes diverge more significantly related to enforcement and penalties; e.g., when and how state
law enforcement gets involved and the potential exposure to economic damages. There are also
notable differences as to what is considered P11 that, if exposed, would trigger the statute(s).
Almost all jurisdictions include any one of the following in combination with the customer’s
name: Social Security number, some kind of government identification number, and actionable
financial account information. Thirty-three of the 54 jurisdictions include more than these forms
of PII.

Scope—All the jurisdictions’ statutes include commercial entities that maintain and are
responsible for residents’ PII. While none explicitly exclude noncommercial, nongovernmental
entities in the relevant business definitions, 19 states explicitly include noncommercial entities.
Thirty-two states further include government agencies. All jurisdictions explicitly cover P1l of
that specific jurisdiction’s residents only. In 26 jurisdictions, only entities conducting business in
that state are subject to the statute’s requirements.

Covered Information—Exposure of certain PII triggers statutory requirements for each state.
Covered PII includes at least first initial or name and last name in tandem with at least one of the
following: Social Security number (54 states), driver’s license number (53), financial account
numbers combined with any code necessary to access account (52), and any other unique
identifier information provided by the state or other government body (46).

Other forms of Pl covered by certain states—when revealed with name— (and number of states
including) are:



FORMS of PII COVERED (beyond Number
SSN, driver’s license, financial of States
account information, or government-
issued ID)
Medical Information 18
Username/Email-Passcode Access 18
Health Insurance Unique ID 16
Unique Biometric Data 16
Passport 10
Special Government-Issued 1D 10
Tax ID 7
Military ID 5
Federal ID 4
Electronic Signature 4
IRS PIN 2
Student Number 2
Tribal 1D 2
Date of Birth 2
Employer-Assigned 1D and Passcode 2
Work Evaluations 2
License Plate Recognition Information 1
Mother’s Maiden Name 1
Tax Information 1
Birth Certificate 1
Marriage Certificate 1

The most common state triggers consist of at least one of four basic types (Social Security
number, driver’s license, financial accounts, and state ID); there are 21 states in which only those
four trigger the notice requirements. Two more jurisdictions (Kentucky and the Virgin Islands)
only include three types as triggers, excluding state ID from the basic four. These 23 states
require notice for breaches of the fewest of the 25 types identified in all of the states.

Wyoming has more triggers than any other state, a total of 15, closely followed by Washington,
with 13. Nine more states name between nine and 11 triggers. The distribution of states and the
number of the 25 possible triggers which they name is as follows:



Number of States Number of
Triggers
15
13
11
10
9
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Form of Covered Information—Each of the fifty-four jurisdictions’ statutes cover electronic
records. Six states explicitly include paper records, and two others include any medium
transferred from the computerized records.

Breach Definition—In all jurisdictions except one, a breach is explicitly described as an
“unauthorized” access or acquisition of unencrypted covered PII. lowa describes such acquisition
as “illegal.” All but three jurisdictions (Connecticut, Mississippi, and Puerto Rico) have an
exception for a good-faith acquisition by an entity’s employee or agent so long as the acquisition
is for the entity’s purpose and does not result in an unauthorized disclosure.

Safe Harbor/Exceptions—In every jurisdiction, statutes do not apply if accessed data is
encrypted (and the encryption key was not uncovered) or otherwise rendered unusable through
redaction or other means.

Harm Threshold—Eight states do not require notification if the entity establishes that misuse of
the covered P11 is not reasonably likely. Thirteen states require notification if there is a
reasonable likelihood of harm. Two states set the threshold at a reasonable chance to cause
substantial harm while two others set the bar at loss or injury. North Carolina requires
notification only if illegal use of the PII is reasonably likely. Fourteen jurisdictions do not require
notification unless there is a reasonable expectation that the covered information can be used to
cause identity theft or fraud. Fourteen states do not stipulate any harm threshold, so all breaches
involving covered Pl must lead to notification.

Consumer Notice—Twenty-six jurisdictions require that notification to affected consumers be
made as quickly as possible. Another 13 note that notification must occur without unreasonable
delay, and 15 jurisdictions set a hard limit to the reporting period, ranging from 30 to 90 days
after the breach is discovered. The most common limit, which is included in the statutes of nine
states, is 45 days, while one state allows 90 days, two allow 60 days, and three allow only 30
days. Three of these states (Delaware, Florida, and New Mexico) allow for exceptions in limited
circumstances as noted below in Notification Delay section.



In the case of every state but one, notice can be written and delivered by regular mail or email.
Wisconsin allows notice to be delivered either by regular mail or via whatever method was used
to previously contact the consumer.

Twenty-seven jurisdictions also allow for notice to be given over the telephone.

When giving notice individually to each affected consumer is considered prohibitively
expensive, alternate or substitute notice may be available in 50 of the 54 jurisdictions. Such
substitute notification may include prominently posting notice on the business’ website or a
notification in statewide media. The cost threshold when this option becomes available varies by
jurisdiction, from $5,000 (Maine, Mississippi, New Hampshire, and Vermont) to $500,000
(Alabama and Arizona). Most (26) use $250,000 as their cost threshold before allowing
alternative notice methods. States also allow a threshold denoted by a minimum number of
consumers affected. This threshold ranges from 1,000 consumers (Maine and New Hampshire)
to 500,000, which is also the threshold for most states (23).

Government Notice—While 18 jurisdictions do not explicitly note in their statutes a
requirement to notify a government authority, 36 require that the state’s attorney general or other
legal authorities and/or appropriate regulator be notified. Thirty of the 36 jurisdictions require
that at least the attorney general’s office must be notified, with two others (New Jersey and
Florida) specifying other legal authorities. Four only require notification of the relevant
regulatory authority. Alaska (one of the 36) requires notification of the attorney general only if
the breach does not reach the threshold of notifying residents. Of the 36 requiring government
notification, 15 jurisdictions require such notification whenever residents must be notified. Four
states (Rhode Island, Texas, Utah, and West Virginia) require such notification if at least 250
residents are affected. The threshold for eight states is 500 affected consumers while seven
jurisdictions set the bar at 1,000 residents. One jurisdiction (Wisconsin) sets a limit of 10.

Consumer Reporting Agency (CRA) Notice'!Several jurisdictions require at-fault entities to
notify CRAs when a given number of residents are affected. Twenty-seven states set that
threshold at 1,000 affected residents. New York’s bar is set at 5,000. Two states (Georgia and
Texas) set this threshold to 10,000, while two other states (Minnesota and Rhode Island) set it at
500 residents. South Dakota requires CRA notification whenever residents need to be notified,
while Massachusetts allows for the discretion of the director of consumer affairs. In Montana, the
at-fault entity must coordinate with relevant CRA(S) if a notified individual is eligible to receive
its current file from the CRA(S).

Third-Party Notice—If the responsible party is maintaining the covered PII on behalf of
another, all but two states stipulate that the third party must be notified immediately or as soon as
reasonably possible after discovery of the breach. Alabama and Florida call for this to be done
within 10 days Maryland and New Mexico require this action within 45 days of discovery, while
Georgia only allows 24 hours.

11 “The term “consumer reporting agency” means any person which, for monetary fees, dues, or on a cooperative

nonprofit basis, regularly engages in whole or in part in the practice of assembling or evaluating consumer credit

information or other information on consumers for the purpose of furnishing consumer reports to third parties....”
(15 USC § 1681a(f))



https://www.law.cornell.edu/uscode/text/15/1681a#f

Notification Delay—Every jurisdiction allows for a delay of any mandated notification if law
enforcement determines that such notification may impede any criminal investigation. Only three
states allow for entities to request a delay for non-legal reasons: Delaware, Florida and New
Mexico.

Potential Penalties—In all 54 jurisdictions, at-fault entities are potentially subject to additional
civil penalties if found to be in violation of the relevant statute—that is, if prompt notification is
not given as instructed. In 17 states, the attorney general or applicable regulator can levy
maximum civil fines ranging from $5,000 (Louisiana) to $750,000 (Michigan) per violation,
with six allowing up to $150,000. In 12 states, consumers can bring a civil action to recover
economic damages against those in violation the requisite statute. The amount of recoverable
damages is generally capped at actual damages plus attorneys’ fees and costs.

NAIC Model Law

In October 2017, the NAIC adopted the Insurance Data Security Model Law (#668) to address
the need to establish common security standards for insurers and their regulators to minimize
potential damage from data breaches. States have been encouraged to adopt the model law by
both the NAIC and the U.S. Treasury Department. If enacted by a state, the model law requires
insurers to adopt a framework for data security, and in the event of breakdown—i.e., a data
breach—guidelines for investigation, notification, and other measures to mitigate damage. As of
June 2020, 11 states have adopted the model law.'? In those 11 states, insurance companies may
find themselves dealing with competing requirements, being subject both to the laws covering all
businesses and those covering insurance companies. In those states that have not adopted the
model law, differences between the states’ laws covering all businesses and the proposed model
law might account for some resistance.

A comparison of the requirements set by the Data Security Model Law for insurance companies
and the requirements set by the various states for all companies could be useful. Some
differences between regulations designed only for insurers and regulations which apply to all
businesses would be expected. Highlighting areas where they differ provides an opportunity to
assess the impact of those differences taking into account the differences in the industries
covered.

Section 4 of the model law provides for required considerations when developing and
implementing an information security program, including assessment and addressing of pertinent
risks. The primary objective of any such program is the protection of “Nonpublic Information,”
which includes confidential information belonging to the insurer that if exposed could cause
material harm to the “business, operation or security” of the insurer.

Such nonpublic information to be protected includes any consumer information that may identify
a particular consumer along with any of the consumer’s following PII: Social Security number;
driver’s license number; any other identification card number; any access number, code, or
password that would permit access to a financial account; or biometric records. As noted above,

12 «“The NAIC Insurance Data Security Model Law,” NAIC & The Center for Insurance Policy and Research State
Legislative Brief, June 2020.
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cach state’s statute covering notification of a cyber breach covers at least the same types of PlI
identified in the NAIC Model Law with the exception of biometric records (16 states do include
such records). Twenty-three states include only that which the model law includes, with the
exception of biometric data.

Section 5 of the model law provides for the necessary steps in the investigation and assessment
of a cybersecurity event, as defined in the definition section as the “unauthorized access to,
disruption or misuse of”’ data on an information system.

Section 6 contains the required notification steps necessary if the cybersecurity event involves
the exposure of nonpublic information. If the exposure includes the nonpublic information of at
least 250 consumers residing in the state, the state’s insurance commissioner must be notified
within 72 hours if the breach has a “reasonable likelihood of materially harming” any consumer
or the operations of the insurer. Regardless, notification of the state commissioner is also
required if the state’s data security statutes applying to all companies require notification to any
government and/or regulatory body. Thirty-four states already require notification of such an
entity when at least 250 consumers are affected, and the breach reached this reasonableness
threshold. Fifteen states have a higher threshold, while 19 have a lower bar. For the 15 states
with a threshold higher than 250, the NAIC model law would create an obligation to report for
insurance companies more demanding than current state law for all companies.

Implications

For pricing and designing cyber insurance products, an actuary is generally interested in knowing
the relevant regulatory framework. Such knowledge informs a better understanding of the
certainty, completeness, and accuracy of the data breach information the actuary uses as a basis,
including the projection of future expected losses; i.e., whether mitigation exists such that there
is the expectation that current experience overstates or understates expected future experience.
For regulators seeking to understand likely losses by insurance companies and their customers in
the event of a breach it is important that data breach notification requirements reduce to the
extent possible the likelihood of future breaches (by providing information which allows
companies to recognize needed security measures, for example), and mitigate the losses due to
breaches. This raises three questions: 1) whether the “typical”®® state regulation appears likely to
effectively reduce the likelihood of future breaches and mitigate losses from breaches; 2)
whether the variability in state regulations appears likely to create undue administrative issues
for insurers that have policyholders in more than one state; and 3) whether the typical state
regulation and the variability among state regulations provides the level of information that
would allow actuaries to understand well the projection of future losses.

The findings presented indicate that a typical state regulation covers those commercial entities
that do business in the particular state. Triggers for notification—to government and to
consumers—are limited to the name of a consumer combined with at least one of four elements:
Social Security number, driver’s license number, financial account information, and state-issued

13 By “typical” we refer to the limits and requirements that are included in statutes by more states than any others.
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otherwise be required. Cyber insurance can cover indemnification of the commercial or
noncommercial entity for the costs of the breach (i.e., the costs of notification, the costs of
providing credit monitoring, services for those whose identity may be impaired, the cost of
litigation against the entity related to harm due to the breach occurring—this could be a class
action or a regulatory action).

The implications of non-uniform statutes for cyber insurance follow from the difficulty of
combining data across jurisdictions because the harm caused and the resulting costs to indemnify
for that harm across jurisdictions is not the same. The timing of notice may have some, but
modest, impact on the valuation of the harm, while the trigger for notification is directly input
into the costs that would be covered by the cyber insurance. The more cohesive the data is, the
more likely the estimation of future premiums includes a lower risk margin to compensate for
uncertainty.
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