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American Academy of Actuaries—Background
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History of the American Academy of Actuaries
In the 1960s, there were four major actuarial organizations in the 
United States. With increasing reliance in federal legislation on 
actuarial opinions, there was a clear need for a single actuarial 
association focused on public policy issues and professionalism that 
would represent all US actuaries.

• 1965: The Academy was established by the original four 
organizations 

• Today: The Academy has >19,500 members / ~30,000 
actuaries in U.S.*

• Mission: Serve the public and the U.S. actuarial profession

* Source: U.S. Department of Labor, Occupational Outlook Handbook

https://www.bls.gov/ooh/math/actuaries.htm
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Public Policy Activities

• Comment letters
• Issue briefs
• Practice notes
• Actuarial analysis for specific public policy bodies
• Systematic research
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Research

Until 2016, research by volunteers primarily involved reliance on literature 
or proprietary research by companies

• Exceptions: Life insurance experience studies and Actuaries Longevity 
Illustrator (in partnership with the Society of Actuaries), Casualty risk-based 
capital reports to National Association of Insurance Commissioners.

In 2016, a director for research was hired to guide the creation of a 
research program, working with both volunteers and staff.

In 2017, cyber risk identified as one of the first areas of focus.
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Research on Cyber Risk
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Cyber Breach Reporting Requirements: 2020

• No uniform national standards exist for notifying consumers and 
authorities of data breaches

• Each state and territory has its own statute(s) with notification 
requirements

• In July 2018, a U.S. Department of the Treasury report concluded:
• Differences in state laws can make compliance overly burdensome 

for companies doing business in more than one state
• U.S. Congress should enact data security and breach notification 

legislation that applies uniform standards across the states

https://www.actuary.org/sites/default/files/2020-11/Cyber_Breach_Reporting.pdf
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Findings
Scope: All cover PII of state residents.

Covered Information: All states use name in tandem with one other 
trigger. Twenty-three states only have 3-4 triggers, while the rest vary 
between 5 and 15.

Form of Covered Information: All include electronic records. Only six 
include written records.

Breach Definition: “Unauthorized” or “illegal” access; good-faith 
exceptions in all but three jurisdictions.
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Findings (cont’d)
Safe Harbor/Exceptions: In every jurisdiction for encrypted data.

Harm Threshold: All but 14 states only require notification if some level of 
harm is likely.

Consumer Notice: Notice required as soon as possible. Only 15 states 
stipulate deadline, ranging between 30 and 90 days. Substitute notice 
available in 50 of 54 jurisdictions for varying cost thresholds.

Government Notice: Only 36 states explicitly require notification to 
authorities.
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Findings (cont’d)

Consumer Reporting Agency (CRA) Notice: Often required if certain 
number of consumers are affected, ranging from 500 to 10,000 with a 
median threshold of 1,000.

Third-Party Notice: Data owner must be notified immediately in all 
but two states.

Potential Penalties: Civil penalties may be imposed for violation in all 
cases.
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Cyber Risk Toolkit

• Developed and maintained by the Academy’s Cyber Risk Task 
Force, now Committee on Cyber Risk

• Intended to be a resource for interested readers of the general 
public, public policymakers, the actuarial profession, the 
insurance sector, and other stakeholders 

• While each is a standalone paper, in total they offer a cohesive 
overview of the challenges posed in the cyber insurance market

• The toolkit will continue to be updated periodically to reflect 
new and emerging work from the committee

https://www.actuary.org/cybertoolkit
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Cyber Risk Toolkit: Contents

• An Introduction to Cyber
• Cyber Threat Landscape
• Silent Cyber
• Cyber Data
• Cyber Risk Accumulation
• Cyber Risk Reinsurance Issues
• Ransomware
• War, Cyberterrorism, and Cyber Insurance
• Autonomous Vehicles and Cyber Risk
• Digital Assets and Their Current Roles Within Cybercrime
• Cyber Risk Resource Guide

Upcoming:
 
Vendor Models
Cryptocurrency & Cyber Risk
Personal Lines Cyber Risk & Insurance
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Academy Collaboration With Professor Kratz
A. Applying to U.S. data the methodology developed for the 

Gendermarie Nationale cyber data including the algorithm by 
Dacorogna, Debbabi, and Kratz (2023) to assess the extremes

B. Objectives:
• Produce robust estimates for cyber risk in the U.S.
• Examine changes in risk over time, across categories
• Compare results to comparable French results

C. A project in two phases:
• Phase 2 is the goal
• Phase 1 is a pilot project to facilitate Phase 2
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A Project in Two Phases: Phase 2

Target Database:
• FBI’s Internet Crime Complaint Center 

(IC3) Database
• IC3 began receiving complaints in 2000
• In 2022, received ~800,000 complaints 
• In 2022, $10.3 billion in losses reported
• Since 2000, more than 7M complaints
• Since 2000, more than $35B in losses
• Access to IC3 requires demonstration to 

FBI of intended use

Source: Federal Bureau of Investigation, 
Internet Crime Report 2022

https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
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A Project in Two Phases: Phase 1

Phase 1 Database:
• Identity Theft Resource Center (ITRC) Database of breaches of personally 

identifiable information (similar but superior to Privacy Rights Clearinghouse 
database)

• Academy has licensed data from 2009 to 2021
• In 2021, ITRC documents 2,410 breaches (1,311 with number of people 

impacted), with 2.1 billion individuals’ records impacted
• Between 2009 and 2021, 14,114 breaches (8,002 with number of people 

impacted), with 11.5 billion individuals’ records impacted
• Analysis completed in fall 2023 (expected)

https://www.idtheftcenter.org/publication/h1-2022-data-breach-analysis/
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Issue of Converting People Impacted Into Losses

ITRC (and PRC) do not report losses. They do report “People 
Impacted” or “Records Breached” or both.

Some analysts simply look at numbers of people/records.

Many convert numbers of people/records into losses by one of 
two methods:

• IBM Annual Cost of a Cyber Breach Data Report, with estimate of $ per 
record (e.g. 2021: $161)

• Jacobs (2014): Ln(Loss) = 7.68 + 0.76*Ln(Records) 
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Issue of Converting People Impacted Into Losses
• Jacobs (2014): “After looking at this data, I would caution anyone using these 

models to take them all with a grain of salt. While using something like the log-
log model above may be able to provide a frame of reference where there is 
currently a lot of uncertainty, the amount of variance in the model is a serious 
challenge to adoption.”

• Cybersecurity and Infrastructure Security Agency (2020): “Cyentia (2020) 
provides the most illustrative explanation of how severe the variability in the 
cost-per-record metric has been in historical data and the resulting pitfalls of 
relying on the direct scaling of per-record estimates.”

• Cyentia (2020): “We hope this exposes the folly (and puts the last nail in the 
coffin) of loss estimates based on a simple average cost per record derived from 
a limited range of data.”
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Issue of Converting People Impacted Into Losses

Cyentia (2020):
“Table 4 should help those wanting to
estimate losses based on the number of
records affected by a cyber event. a 
breach of 100K records will almost 
certainly (96% chance) cost at least $10K 
but probably won’t (2.7% chance) exceed 
$100M. Not as easy as multiplying by 
$150, but it’ll go a long way toward 
better risk assessments.”
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Issue of Converting People Impacted Into Losses

RATIO of ESTIMATES 
to PUBLISHED VALUE

Cyentia Mean of 
Bounds

Cyentia, Mean of 
Logs of Bounds

Cyentia Lower 
Bound

Cyentia Upper 
Bound

Jacobs (2014)

ALL (15)
Mean 415.17% 270.70% 137.08% 693.26% 5294.43%

Median 81.09% 55.72% 24.56% 129.93% 1494.37%

SENSITIVE (8)
Mean 648.94% 421.31% 210.78% 1087.11% 5206.99%

Median 167.76% 113.88% 58.91% 271.47% 3086.36%

>= 100M people 
impacted (7)

Mean 63.52% 43.93% 25.80% 101.25% 5578.74%
Median 57.48% 39.09% 22.08% 92.88% 1494.37%


Sheet2

		1		We have 17 incidents with published estimates of losses.

		2		15 of the 17 have the number of people impacted either from ITRC or from published sources.

		3		For the 15 incidents we can compare the estimated losses based on number of people impacted to the published losses.  

		4		This allows us to examine comparatively the 6 different methods, with a possible distinction based on the size of the incident.
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		Date Breach Exposure Reported"		Year		Month		Entity Name		State		Number Of Individuals Impacted		Sector		Total Records Compromised		Sensitive Records Exposed		Data Attributes				CYENTIA, Exp Value Mean of Logs of Bounds		PUBLISHED Value		SOURCE		Cyentia Exp Value Mean of Bounds		Cyentia Exp Value Lower		Cyentia Exp Value Upper		Jacobs (2014)		Jacobs (2017)

				2011				Sony PlayStation				101,600,000												$74,330,002		$171,000,000		1		$109,291,274		$41,992,588		$176,589,961		$2,555,371,406		$535,566,612

				2013				Yahoo				3,000,000,000												$122,015,810		$117,500,000		1		$171,475,307		$76,268,234		$266,682,380		$33,297,548,841		$3,688,444,021

				2021				Amtech Systems																$0		$1,100,000		1		$0		$0		$0

				2011				Epsilon				250,000,000		Financial				TRUE						$80,413,238		$225,000,000		1		$117,311,771		$46,283,952		$188,339,590		$5,058,327,741		$894,766,852

				2012				LinkedIn				6,500,000						TRUE						$40,554,313		$1,750,000		1		$62,197,170		$20,535,831		$103,858,510		$317,680,061		$111,749,270

				2015				Ashley Madison				37,000,000						TRUE						$55,522,928		$11,200,000		1		$83,335,842		$29,797,414		$136,874,269		$1,187,869,225		$301,133,495

				2021				TTEC Holdings										TRUE						$0		$13,400,000		1		$0		$0		$0

				2018				Marriott				300,000,000						TRUE						$82,462,846		$148,000,000		1		$120,014,094		$47,729,829		$192,298,360		$5,808,375,229		$992,757,546

				2021				First Horizon Corp				200						TRUE						$2,705,919		$1,000,000		1		$4,707,111		$855,681		$8,558,540		$120,329		$299,551

		9/8/14		2014		9		Home Depot		Georgia		56,000,000		Professional Services		0		FALSE		Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Email_addr_personal_only;Name;Payment Card Exposed				$61,175,122		$179,000,000		2		$91,137,591		$33,461,370		$148,813,812		$1,626,531,998		$381,374,154

		12/2/14		2014		12		Sony Pictures Entertainment / Health & Welfare Benefits Plan		California		47,740		Professional Services		0		FALSE		SSN Exposed;Protected Health Information				$13,176,465		$23,000,000		2		$21,558,304		$5,423,991		$37,692,618		$7,649,470		$6,789,645

		10/1/15		2015		10		Experian / T-Mobile		Washington		15,000,000		Professional Services		0		FALSE		SSN Exposed				$48,978,282		$12,670,000		2		$74,302,237		$25,554,939		$123,049,535		$598,974,977		$179,993,200

		9/7/17		2017		9		Equifax #3 - 'Equifax #1 + Equifax #2' + email, payment card, tax ID		Maryland		145,000,000		Other		0		TRUE		SSN_Natl-ID_FULL;State_ID_incl DL#_card_etc;Tax_ID_#_(not SSN_fed_or_state_ID#);Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;Home_addr_current				$17,207,084		$425,000,000		2		$27,751,030		$7,454,686		$48,047,375		$3,346,576,722		$655,939,588

		12/13/13		2013		12		Target #1 and #2 (for victims of BOTH breaches)		Minnesota		110,000,000		Professional Services		0		FALSE		Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Name;Payment Card Exposed;Email/Username/Password;Home_addr_current				$74,674,336		$292,000,000		2		$109,745,265		$42,235,495		$177,255,034		$2,714,042,176		$560,373,916

		2/4/15		2015		2		Anthem		Indiana		78,800,000		Financial Services		0		TRUE		SSN_Natl-ID_FULL;Income_info_wages_tips_tax_etc;Employer_name;Employer_addr_work_phone_etc;Med_provider_acct_#;Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;SSN Exposed;Protected Health Information;Other Records;Home_addr_current				$67,957,756		$39,500,000		2		$100,499,690		$37,858,117		$163,141,264		$2,107,443,818		$463,344,514

		7/29/19		2019		7		Capital One #1 (reported on 7/29/2019) - no SSN or bank account numbers		Virginia		100,000,000		Financial Services		0		FALSE		Income_info_wages_tips_tax_etc;Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;Email/Username/Password;Other Records;Home_addr_current				$74,264,415		$190,000,000		2		$109,204,800		$41,946,320		$176,463,280		$2,524,795,078		$530,742,764

		8/15/21		2021		8		T-Mobile		Washington		76,600,000		Manufacturing & Utilities		0		TRUE		SSN_Natl-ID_FULL;State_ID_incl DL#_card_etc;Date_of_birth;Name;Home_addr_current				$67,303,291		$350,000,000		2		$99,596,330		$37,433,869		$161,758,790		$2,062,671,854		$455,926,127





Sheet3

		SOURCE		Year		Entity Name		Number Of Individuals Impacted		Sensitive Records Exposed		Data Attributes		PUBLISHED Value		CYENTIA, Exp Value Mean of Logs of Bounds		Cyentia Exp Value Mean of Bounds		Cyentia Exp Value Lower		Cyentia Exp Value Upper		Jacobs (2014)		Jacobs (2017)		Jacobs/Farkas (2021)		RATIO of ESTIMATES to PUBLISHED VALUE		CYENTIA, Exp Value Mean of Logs of Bounds		Cyentia Exp Value Mean of Bounds		Cyentia Exp Value Lower		Cyentia Exp Value Upper		Jacobs (2014)		Jacobs (2017)		Jacobs/Farkas (2021)

		1		2011		Sony PlayStation		101,600,000		FALSE				$171,000,000		$74,330,002		$109,291,274		$41,992,588		$176,589,961		$2,555,371,406		$535,566,612				XXX		43.47%		63.91%		24.56%		103.27%		1494.37%		313.20%

		1		2013		Yahoo		3,000,000,000		FALSE				$117,500,000		$122,015,810		$171,475,307		$76,268,234		$266,682,380		$33,297,548,841		$3,688,444,021				XXX		103.84%		145.94%		64.91%		226.96%		28338.34%		3139.10%

		1		2011		Epsilon		250,000,000		TRUE				$225,000,000		$80,413,238		$117,311,771		$46,283,952		$188,339,590		$5,058,327,741		$894,766,852						35.74%		52.14%		20.57%		83.71%		2248.15%		397.67%

		1		2012		LinkedIn		6,500,000		TRUE				$1,750,000		$40,554,313		$62,197,170		$20,535,831		$103,858,510		$317,680,061		$111,749,270						2317.39%		3554.12%		1173.48%		5934.77%		18153.15%		6385.67%

		1		2015		Ashley Madison		37,000,000		TRUE				$11,200,000		$55,522,928		$83,335,842		$29,797,414		$136,874,269		$1,187,869,225		$301,133,495						495.74%		744.07%		266.05%		1222.09%		10605.98%		2688.69%

		1		2018		Marriott		300,000,000		TRUE				$148,000,000		$82,462,846		$120,014,094		$47,729,829		$192,298,360		$5,808,375,229		$992,757,546						55.72%		81.09%		32.25%		129.93%		3924.58%		670.78%

		1		2021		First Horizon Corp		200		TRUE				$1,000,000		$2,705,919		$4,707,111		$855,681		$8,558,540		$120,329		$299,551						270.59%		470.71%		85.57%		855.85%		12.03%		29.96%

		2		2014		Home Depot		56,000,000		FALSE		Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Email_addr_personal_only;Name;Payment Card Exposed		$179,000,000		$61,175,122		$91,137,591		$33,461,370		$148,813,812		$1,626,531,998		$381,374,154				XXX		34.18%		50.91%		18.69%		83.14%		908.68%		213.06%

		2		2014		Sony Pictures Entertainment / Health & Welfare Benefits Plan		47,740		FALSE		SSN Exposed;Protected Health Information		$23,000,000		$13,176,465		$21,558,304		$5,423,991		$37,692,618		$7,649,470		$6,789,645				XXX		57.29%		93.73%		23.58%		163.88%		33.26%		29.52%

		2		2015		Experian / T-Mobile		15,000,000		FALSE		SSN Exposed		$12,670,000		$48,978,282		$74,302,237		$25,554,939		$123,049,535		$598,974,977		$179,993,200				XXX		386.57%		586.44%		201.70%		971.19%		4727.51%		1420.63%

		2		2017		Equifax #3 - 'Equifax #1 + Equifax #2' + email, payment card, tax ID		145,000,000		TRUE		SSN_Natl-ID_FULL;State_ID_incl DL#_card_etc;Tax_ID_#_(not SSN_fed_or_state_ID#);Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;Home_addr_current		$425,000,000		$17,207,084		$27,751,030		$7,454,686		$48,047,375		$3,346,576,722		$655,939,588						4.05%		6.53%		1.75%		11.31%		787.43%		154.34%

		2		2013		Target #1 and #2 (for victims of BOTH breaches)		110,000,000		FALSE		Payment_card_#_FULL;Payment_cardholder_name;Payment_card_expir_date;Payment card CV2 code (for CNP);Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Name;Payment Card Exposed;Email/Username/Password;Home_addr_current		$292,000,000		$74,674,336		$109,745,265		$42,235,495		$177,255,034		$2,714,042,176		$560,373,916				XXX		25.57%		37.58%		14.46%		60.70%		929.47%		191.91%

		2		2015		Anthem		78,800,000		TRUE		SSN_Natl-ID_FULL;Income_info_wages_tips_tax_etc;Employer_name;Employer_addr_work_phone_etc;Med_provider_acct_#;Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;SSN Exposed;Protected Health Information;Other Records;Home_addr_current		$39,500,000		$67,957,756		$100,499,690		$37,858,117		$163,141,264		$2,107,443,818		$463,344,514						172.04%		254.43%		95.84%		413.02%		5335.30%		1173.02%

		2		2019		Capital One #1 (reported on 7/29/2019) - no SSN or bank account numbers		100,000,000		FALSE		Income_info_wages_tips_tax_etc;Phone_acct_# _cell_or_home_incls_cable_pkgs;Email_addr_personal_only;Date_of_birth;Name;Email/Username/Password;Other Records;Home_addr_current		$190,000,000		$74,264,415		$109,204,800		$41,946,320		$176,463,280		$2,524,795,078		$530,742,764				XXX		39.09%		57.48%		22.08%		92.88%		1328.84%		279.34%

		2		2021		T-Mobile		76,600,000		TRUE		SSN_Natl-ID_FULL;State_ID_incl DL#_card_etc;Date_of_birth;Name;Home_addr_current		$350,000,000		$67,303,291		$99,596,330		$37,433,869		$161,758,790		$2,062,671,854		$455,926,127						19.23%		28.46%		10.70%		46.22%		589.33%		130.26%

																														RATIO of ESTIMATES to PUBLISHED VALUE		Cyentia, Exp Value Mean of Logs of Bounds		Cyentia Exp Value Mean of Bounds		Cyentia Exp Value Lower		Cyentia Exp Value Upper		Jacobs (2014)		Jacobs (2017)

																														ALL (15)

																														Mean		270.70%		415.17%		137.08%		693.26%		5294.43%		1147.81%

																														Median		55.72%		81.09%		24.56%		129.93%		1494.37%		313.20%



																														NON-SENSITIVE (7)

																														Mean		98.57%		148.00%		52.85%		243.15%		5394.35%		798.11%

																														Median		43.47%		63.91%		23.58%		103.27%		1328.84%		279.34%



																														SENSITIVE (8)

																														Mean		421.31%		648.94%		210.78%		1087.11%		5206.99%		1453.80%

																														Median		113.88%		167.76%		58.91%		271.47%		3086.36%		534.23%



																														< 100M people impacted (8)

																														Mean		469.13%		722.86%		234.45%		1211.27%		5045.65%		1508.85%

																														Median		221.32%		362.57%		90.71%		634.43%		2818.09%		693.04%



																														>= 100M people impacted (7)

																														Mean		43.93%		63.52%		25.80%		101.25%		5578.74%		735.19%

																														Median		39.09%		57.48%		22.08%		92.88%		1494.37%		313.20%





Sheet4

		RATIO of ESTIMATES to PUBLISHED VALUE		Cyentia Mean of Bounds		Cyentia, Mean of Logs of Bounds		Cyentia Lower Bound		Cyentia Upper Bound		Jacobs (2014)

		ALL (15)

		Mean		415.17%		270.70%		137.08%		693.26%		5294.43%

		Median		81.09%		55.72%		24.56%		129.93%		1494.37%



		SENSITIVE (8)

		Mean		648.94%		421.31%		210.78%		1087.11%		5206.99%

		Median		167.76%		113.88%		58.91%		271.47%		3086.36%



		>= 100M people impacted (7)

		Mean		63.52%		43.93%		25.80%		101.25%		5578.74%

		Median		57.48%		39.09%		22.08%		92.88%		1494.37%
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Conclusion

Academy research is assisting the public, policymakers, and 
actuaries understand cyber risk better.

Current research (Phase 2) should provide much better estimates 
of cyber risk in U.S. than presently available.

Current research (Phase 1) is adding to the understanding of data 
limitations and ways in which to respond, for both academic and 
non-academic analysts. 
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Questions or comments:
Contact Steve Jackson
  Director of Research (Public Policy)
  American Academy of Actuaries
  sjackson@actuary.org 

mailto:sjackson@actuary.org
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